NHPOPMALIMOHHAYA ITAMATKA
JAA OBYHAIOIIUXCHA AAAd PASMEIIEHWA
HA ODPUIIUAABHBIX MHTEPHET-PECYPCAX

C KaXIpIM TOJIOM MOJIOJICKH B HHTEPHETE CTAHOBUTHLCS OOJIBINE, a MTKOJIHLHUKHA OJTHU U3
CaMbIX aKTHUBHBIX MOJib30BaTened PyHera. Mexnmy TeM, MOMUMO OIPOMHOTO KOJMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECeT U MpoOJieMbl. DJTa MaMsITKa JOJDKHA IOMOYb Teoe
0e30ImacHO HaXOJUThCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIbIOTEpHBIE ~ BHPYC - 3TO  Pa3HOBHJIHOCTb  KOMIIBIOTEPHBIX  IIPOIPaMM,
OTJIMYUTEIBHOW OCOOEHHOCTBIO KOTOPOW SBISIETCS CHOCOOHOCTh K pa3MHOXKEHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYChl MOTYT OBPEIUTh WM MOJHOCTBIO YHUUTOXUTH BCE (hailiibl U
JaHHbIE, IOJKOHTPOJIbHBIE TI0JIb30BATENI0, OT UMEHU KOTOPOro ObLIa 3alylieHa 3apakeHHas
IIpOrpamMma, a TakKe INOBPEIUTh WUJIM AK€ YHUUYTOXKHUTH ONEPALMOHHYIO CUCTEMY CO BCEMH
(aitnamu B 11enoM. B 00BIIMHCTBE CllydyaeB pacpOCTPaHSIIOTCS BUPYChI U€pPE3 UHTEPHET.

Metozp! 3a1MThI OT BPEIOHOCHBIX IPOrpamMM:

1. Hcnonb3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBI YPOBEHB
3aIUTHI OT BPEJOHOCHBIX MTPOTPAMM;

2. TlocrostHHO ycTaHaBiMBail mayTH (IUGPOBHIE 3aIIaTKHA, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LEIbI0 JOPAaOOTKU MPOTpaMMBbl) M Jpyrue OOHOBJICHHSI CBOEU
onepaudoHHON cucteMbl. CkauMBallh WX TOJBKO C OQUUMAIBLHOIO caiTa
paspadotunka OC. Ecnaum cymiectByeT peXuM aBTOMAaTHYECKOrO0 OOHOBJICHUS,
BKJIKOYH €r0;

3. Pabotail Ha cBOeM KOMIIbIOTEpE MO IIPaBaMH IOJIb30BATENS, @ HE aJIMUHUACTPATOPA.
OTO0 HE NO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MHPOrpaMM HHCTAJIMPOBATHCS Ha
TBOEM IE€PCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBHUPYCHBIE IPOIPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH, C

aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

Orpannub pU3NUECKU AOCTYI K KOMIBIOTEPY VISl TOCTOPOHHUX JIULL;

Hcnonb3yil BHEITHUE HOCUTENNW HHPOpMALMKU, TaKUe Kak (ienka, TucK uiu (aiia u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkppiBail KOMIbIOTEpHbIE (DAIIBI, MOJYYEHHBIE U3 HEHAIEKHBIX HCTOYHUKOB.

Jaxxe Te (ailiabl, KOTOpble Mpucian TBOW 3HAKOMbIN. Jlydlle yTOYHHM Yy HEro,

OTIMPABJISII JIU OH TeOE UX.

Cern WI-FI

Wi-Fi - 310 He By niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH, Mapka. Eie
B 1991 romy wuuaepnanickas kommnanusi 3apeructpupoBana Openag «WECA», dro
ob6o3Hauano  cioBocouetanue  «Wireless  Fidelity», koropelii  mepeBoAMTCS — Kak
«bOecrpoBOIHAS TOYHOCTHY.

Jlo Hamero BpeMeHHM [oluia Japyras abOpeBuarypa, KOTOpasl SBISCTCS TaKOW Ke
TexHosoruei. Iro abopeBuarypa «Wi-Fiy. Takoe Ha3BaHMe OBLIO JaHO ¢ HAMEKOM Ha
cTaHAapT BbIcuIel 3BykoBoM TexHuku Hi-Fi, 4To B mepeBojie 03Ha4aeT «BbICOKAsi TOUHOCTHY.

Jla, OecrimaTHBIM WHTEPHET-IOCTYN B Kade, OTEIAX M adpoIopTax SBISCTCS OTIMYHOU
BO3MOYKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE SKCHEPTHI CUMTAIOT, YTO OOIIETOCTYITHBIC
Wi-Fi cetn He sSBISIIOTCS 0€30MACHBIMH.

o vl



CoBeTbl 10 0€30MaCHOCTH Pa0OTHI B 00MIEOCTYMHBIX ceTsax Wi-fi:

1.

He mnepenaBaili cBoro nuuHyo uHpopmanuio yepe3 odmenoctynueie Wi-Fi cern.
Pabortass B HHMX, >XeJaTelbHO HE BBOAMTH MApPOJIU JOCTYIA, JIOTHHBI U KaKue-TO
HOMEDA;

. Ucnionb3yit U OOHOBIISI aHTUBUPYCHBIE MpOrpaMMbl U OpaHaMayep. Tem caMbIiM Thl

oOe3omacuIb ceOs OT 3aKaYKH BHpPYCa Ha TBOC yCTPOﬁCTBO;

.Ipu wucnonszoBanuu Wi-Fi otkmoun ¢dyskuuio "OOumit noctyn k aitiiam u

npuHTepam". JlaHHas ¢yHKUIMS 3aKpbiTa IO YMOJYAaHUIO, OJHAKO HEKOTOpbIE
M0JIb30BATENIM aKTUBUPYIOT €€ JIsl y100CTBa UCIOJIB30BaHMs B paboTe Win yueoe;

. He ucnonw3yit my6muunsiii WI-FI n1st mepenaun TUYHBIX JaHHBIX, HampuMmep, A7

BbIXO/JIa B CONUAJIBHBIC CCTHU UJIN B SJICKTPOHHYIO ITOYTY,

. Ucnionb3yil Tonpko 3amuiieHHoe coenuuenue yepe3 HTTPS, a we HTTP, T.e. npu

Habope BeO-aapeca BBoau uMeHHO «https://»;

.B  moOunmpHOM Tenmedone orkmounm Pynkuuio  «[lomkmrouenme k- Wi-Fi

aBTOMaTh4eCKn». He mormyckali aBTOMaTHYECKOrO MOJKIIOUYEHUS YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero coriacus.

ConuajgbHbIE CeTH

COI_[I/IaJIBHBIC CCTU AKTHBHO BXOIAT B HAIly KWU3Hb, MHOI'MC JIFOJIH pa60Ta}0T H KUBYT
TaM IIOCTOsSHHO, a B Facebook YXKC 3apCruCTpupoBadH MHUIUIHAPA YCIIOBCK, YTO ABJISICTCA
OIIHOﬁ CGI[BMOﬁ BCEX JKMTEJEHM IUIaHeTbl. MHOTrHME€ MOJb30BaTEIM HE IIOHHUMAIOT, YTO
I/IH(I)OpMaIII/IH, pasMCiCHHAasA HMH B COHOUAJIBHBIX CCTAX, MOXKCT OBITH Haﬁz[eHa n
HCIIOJIb30BaHa KEM YroJHO, B TOM YHCJIC HC 00s13aTeJILHO C OJaruMH HaMCPCHUSAMMU.

OCHOBHBIEC COBETHI IT0 0€301IaCHOCTH B CouaJIbHBIX CCTAX:

1.

2.

Orpannub cnucok napy3ed. Y TeOs B Jpy3bsiX HE JOJDKHO OBbITh CIyYalHBIX WU
HE3HAKOMBIX JIFOJICH;

3amuiani CBOK YacTHYIO XKW3Hb. He ykasbiBail maposu, TenedoHsl, aapeca, AaTy
TBOErO POXJICHUS M APYTYIO JIMYHYIO HHGPOpMALMIO. 3JIOYMBIIIJIEHHUKA MOTYT
UCIIOJIb30BaTh ke MHPOPMALMIO O TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETE
IPOBECTU KAHUKYJIbI;

3aiuiai cBO penyTaluio - JepXKHU €€ B YUCTOTE U 3a/1aBail cebe BOmpoc: XOTel Obl
ThI, YTOOBI JIPYTUE TMOJIH30BATEIN BUJEIH, UTO ThI 3arpyxaemib? [lomymai, npexne
9YeM YTO-TO OMyOJMKOBATh, HAMIMCATh U 3arPY3UTh;

Ecnu ThI roBOpUIB C JFOIBMHU, KOTOPBIX HE 3HACIIb, HE MCIOJIb3YH CBOE pealbHOE
UMs U JIPYTyI0 JHUYHYI0 WH()OpMAIMU: UMs, MECTO >KUTEIbCTBA, MECTO yueObl U
Ipovee;

N36erait pazmenienus ororpaduit B IntepHere, rje Thl M300paKeH HA MECTHOCTH,
10 KOTOPOW MOYKHO ONPENEIIUTH TBOE MECTOIOJIOKEHHUE;

[Ipu peructpanuu B COUMAIbLHON CETH HEOOXOUMO MCIOJIb30BATh CIIOKHBIE TAPOJIH,
cocTosIue U3 OyKB U ITU(dp U ¢ KOJMUYECTBOM 3HAKOB HE MEHEE §;

JInst conanbHOM CeTH, MOYTHI U JPYTUX CAaUTOB HEOOXOIUMO MCIIOJIB30BATh Pa3HBIC
napoau. Torna ecnu Te0s1 B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIy4aT JOCTYI TOJBKO
K OJTHOMY MECTY, a HE BO BCE Cpasy.



DJIeKTPOHHBIE J€HbI'H

DJNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIA CIMOCOO MIIATEXEW, OJHAKO CYIIECTBYIOT
MOILIEHHUKHU, KOTOPBIE XOTAT MNOIYYUTh 3TU JACHBIU.
DJNEeKTPOHHBIE JE€HbIU MOSIBUWINCH COBCEM HEJABHO M MMEHHO M3-3a 3TOIO0 BO MHOI'HMX
rocy1apcTBax J0 CUX IOp HE MPOMKUCAHO MPO HUX B 3aKOHAX.
B Poccun e oOHM (QYHKIMOHHUPYIOT M O HHUX YK€ IPOIUCAHO B 3aKOHE, TJE HX
pa3aensaloT Ha HECKOJIBKO BHUJOB - aHOHMMHBIE M HE aHOHHMMHbIE. PasHuIla B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MPOBOAUTH ONepanuu 0e3 UIACHTU(PUKAIIU
I10JIb30BAaTENsl, @ B HEAHOHUMHBIX UACHTU(UKALIMS TT0JIb30BATENS SBISETCS 00513aTEIbHOM.
Taxxe crnemyer paznuyarh SJIEKTPOHHBbIE (PUATHBIE JEHBIU (PaBHBI TOCYIAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbBIC HE(PUATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).
OcCHOBHBIE COBETHI 110 0e30MacHO paboTe ¢ ANEKTPOHHBIMU JCHbIaMU:
1. TlpuBsxu K cueTy MOOMIBHBIN TenedoH. DTo caMblil yIOOHBIN U OBICTPBIN CrIOCOO
BOCCTaHOBUTH JOCTYN K cueTy. [IpuBsizaHHBIN TenedoH MOMOXKET, ecilu 3a0y/elib
CBOM IUIATEKHBIA MapoJib WIM 3alAEUIb HA CAaUT C HE3HAKOMOT'O YCTPOMCTBA;

2. HVcnonw3yit onHopaszoBble nmaponu. llocie mepexoga Ha YCHWJIEHHYHO aBTOPH3AIMIO
TeOe yKe He OyAeT yrpoKaTh OMACHOCTh KPaXKH UJIU MepexBaTa IIaTeKHOro MapoJis;

3. BriOepu cinoxsbiii naponb. IIpecTynHukam OyaeT He NMPOCTO yraaaTh CIIOKHBIM
naposib. Hajexxuele napoiu - 3T0 Mapoiii, KOTOpbIE COIepKaT HE MEHee § 3HAKOB U
BKJIFOYAIOT B C€0s1 CTPOUHBIE U MPOIHUCHBIE OYKBBI, HU(PBHl U HECKOIBKO CHMBOJIOB,
TaKWe Kak 3HaK JoJIapa, pyHTa, BOCKIMIATeIbHbIN 3HaK 1 T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JTUYHBIE TaHHBIC HA CAlTax, KOTOPHIM HE TOBEPSCIIIb.

JJIEeKTPOHHAA MOYTa

DJIEKTPOHHAS 10YTA - 3TO TEXHOJOTHS U IIPEAOCTABISAEMBIE €10 YCIYTH IO MEPECBUIKE U
MOJIYYEHHUIO 3JIEKTPOHHBIX COOOILEHHI, KOTOPBIE PACHPENEIAIOTCS B KOMIBIOTEPHOU CETH.
OOBIYHO  DJIGKTPOHHBIM  MOYTOBBIM  SIIIUK  BBIDVIIAUT  CIEOYIOIIMM  00pa3oM:
UMs_TOJIb30BaTENsI(@UM_JIOMeHa. Takke Kpome IMepeJayd MpOCTOro TEKCTa, HMEETCs
BO3MOYHOCTb MepeaBaTh (pailibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe € AIECKTPOHHOU MOYTOM:

1. Hamo BeIOpaTh MpaBMIIbHBINA MTOYTOBLIN cepBHUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIII€ TOBEPSITh TEM, KOI'O 3HACIb U KTO MEPBBIN
B PEUTHHIE;

2. He yka3piBail B IMYHOW TouTe JMuHYIO HMHGopMmaiuio. Hampumep, mydiine BoIOpaTh
«My3bIKaIbHBINA _(haHaT@» unu «pok2013» BMecTo «Temal3y;

3. Ucnonb3yi IBYXATANHYIO aBTOPU3ALMIO. JTO KOTJa MOMUMO HapoJisi Hy>KHO BBOJUTH
KOJI, MPUCHLTaeMbIi 110 SMS;

4. BoiOepu cNoXHBIM TapoJib. JJIg KaXXJ0Tro MOYTOBOTO SIIMKA JIOHKEH OBITh CBOM
HAJIC)KHBIM, YCTOWYHBBIN K B3JIOMY I1APOJIb;

5. Ecnu ecTh BO3MOXHOCTH HAallMCaThb CaMOMY CBOM JIMYHBIA BOIIPOC, UCIOJIB3YU ITY
BO3MO>KHOCTB;

6. HMcnonb3yil HECKOJIBKO ITOYTOBBIX SAIIMKOB. [lepBbI i1 4acTHOM NEPENUCKH C
ajpecataMy, KOTOPBIM Thl JOBEPSCIIb. JTO MIEKTPOHHBIN apec HE HAJI0 UCIIOIb30BaTh MPHU
peructpainuu Ha GopyMax M caiTax;

7. He otkpbiBaii (paitsibl u apyrue BIOXKEHUS B MUCHbMaxX, JaK€ €CIM OHW MPUIILIN OT
TBOMX Jpy3el. Jlydle yTouHu y HUX, OTIIPABJIsUIN JIU OHU TeOe 3TH (paiisbl;



8.

[Tocne okoHYaHuUs1 pabOTHI HA MOYTOBOM CEPBHCE MEPE]] 3aKPBITUEM BKIIAJIKU C CAUTOM

He 3a0y/1b Ha)KaTh Ha «BBIATHY.

KuoepOyajmHr ujin BUPTyaJbHOE U31€BATEIbCTBO

KubepOymauHr - TpecieoBaHUE COOOIIECHUSMH, COACPKAIMUMU  OCKOPOJICHUS,
arpeccHio, 3alyTHMBaHHUE;, XYyJIUTAHCTBO; COIMATbHOE OONKOTHpPOBaHWE C TIOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITMHTOM:

1.

N

o1

He Opocaiics B 6oit. Jlydmmii croco6: mocoBeToBaThCA Kak ceOs BECTH M, €CIU HET
TOTO, K KOMYy MOXHO OOpaTUThCA, TO BHadalle YCIOKOMThCS. Eciu Thl HavHellb
OTBEUYaTh OCKOPOJICHUSIMHU Ha OCKOpPOJIEHHSA, TO TOJBKO elle OOoblle pa30xiKellb
KOH(JIUKT;

. YpaBiisiii cBoeil KubeppenyTanmei;
. AHOHUMHOCTh B ceTH MHHUMas. CyIecTBYIOT CIOCOObI BBISICHUTH, KTO CTOUT 3a

AHOHNMHBIM aKKayHTOM;,

. He crout Bectu xynuranckuii oOpa3 BUPTyaJIbHOH XKu3HU. IHTepHET QUKCUpyeT Bce

TBOH IIGP'ICTBHH " COXPAaHACT HX. yI[aJ'IHTI) Hux 6yz:eT KpaﬁHe 3aTPYAHUTCIIBHO,

. ColOuroaiil cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;
. UrHopupy#i equHuuHbIi HeraTuB. OTHOPa30BbIe OCKOPOUTEIBHBIE COOOIICHUS JTyUIIie

HWIHOPpUPOBATD. OOBIUHO arpeCCu:A npeKpamacTcCa Ha HayaJbHOU CTaalH,

. ban arpeccopa. B IIporpamMmax oOMeHa MIHOBEHHBIMH COO6IHGHI/IHMI/I, B COLIMAJIBHBIX

CeTSIX ©CTh BO3MOXXHOCTh OJIOKUPOBKH OTIIPABKHA COOOIIEHUH C OINpeaesieHHBIX
a/IpecoB;

.Ecnu  Tel cBuuerens KuOepOyimHra. TBOM  JEWCTBUS: BBICTYNUTH IPOTUB

MpeciieioBaTeNd, I0Ka3aTh €My, 4YTO €ro JCHMCTBUS OLECHUBAKOTCS HETaTUBHO,
MOJACPKATh KEPTBY, KOTOPOM HYyX)HA TICUXOJOTHMYECKasi MOMOIb, COOOIIUTH
B3pOCIBIM O (PaKTE€ arpeCCUBHOTO NMOBEACHUS B CETH.

MooOuibHbIN TesaedoH

CoBpeMmeHHbIe CcMapTQOHBI M TUIAHIIETHI COAEpPKAaT B ce0e BIOJHE B3POCIbII
(GyHKIIMOHAT, U TENepbh OHU MOTYT KOHKYPHPOBATh CO CTAIlMOHAPHBIMH KOMITHIOTEPAMH.
OpmHako, CpeaCTB 3alIUThI ISl TIOJOOHBIX YCTPOMCTB IMOKA OYECHb Majio. TecTUpoBaHUE U
MOUCK YSA3BUMOCTEW B HHUX IPOUCXOJUT HE TaK MHTEHCHUBHO, Kak i IIK, To ke camoe
KacaeTcs U MOOUJIbHBIX TIPHIIOKESHUM.

CoBpeMeHHbIE MOOHMIIBHBIE Opay3ephl YK€ MPaKTUUSCKH JIOTHAIM HACTOJIPHBIC aHAJIOTH,
OJIHAKO pacIIMpeHHe (PYHKIMOHAJIAa BJIEYET 3a COOOM OOJNBIIYIO CIIOKHOCTh M MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He BCe MPOM3BOAUTENMN BBIMYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTUUECKUE
YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIs1 0€301TaCHOCTH MOOUJILHOTO TelieoHa:

Huuero He siByisieTcst o-HacToseMy OecriaTHBIM. Byib 0cTOposkeH, Beb Koraa Teoe
npeaiaraloT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHl KaKHE-TO IUIATHBIC
YCIYTH;

Hywmaii, npexzae yem otrpaButb SMS, doto unu Buaeo. Tel TOUHO 3HACIID, T/I€ OHU
OyyT B KOHEUHOM UTOTE?

Heo6xoaumo 0OHOBISATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Ncnonb3yit aHTUBUPYCHBIE TPOTPaMMBbI JIsI MOOMIJIBHBIX TelIe()OHOB;



— He 3arpyxaii mpuioxeHuss OT HEM3BECTHOTO MCTOYHUKA, BEb OHU MOTYT COJEPKATh
BPEIOHOCHOE MPOTPaMMHOE 00ECTICUeHHE;

— Ilocme Toro Kak ThI BBIMIENIH C CaliTa, T/Ie BBOIWI JIMUYHYIO WHGOpPMAIIUIO, 3aii1u B
HacCTpoiku Opay3epa u yaaim cookies;

— Ilepuoamdecku mpoBepsiid, KaKue TUTATHBIE YCITYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

— JlaBaii cBOi HOMEp MOOWJIBHOTO Tele(OoHA TOJBKO JIFOASIM, KOTOPHIX ThI 3HACIIb U
KOMY JIOBEpSICIIIb;

— Bluetooth momkeHn OBITH BBIKIIOUEH, KOTJIa Thl UM HE TMOJb3yemibes. He 3a0ObiBait
MHOT/Ia TPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbIE OHJIAWH-UTPBl - 3TO KpPACOYHBIC, 3aXBAaTBIBAIOIINE PA3BICUYCHHUS,
00BEIMHSIONINE COTHH THICSY YEJOBEK MO BceMy Mupy. Urpoku ucciaenyroT AaHHBIA UM
MHUp, OONIAIOTCA APYr C APYIOM, BBIIOJHAIOT 33JaHUs, CPaKalTCs C MOHCTpaMH H
MOJTy4YaloT OMBIT. 3@ YAOBOJBCTBHE OHU IUIATAT: MOKYMAIOT JHUCK, OTUIAYMBalOT a0OHEMEHT
WJIN PUOOPETAIOT KAaKUE-TO OILIUH.

Bce stm cpencrtBa MayT Ha NONJIEPKAHWE W DPa3BUTUE UIPHI, a TAKXKE HA caMy
0€30I1aCHOCTh: COBEPILICHCTBYIOTCS CHUCTEMBl aBTOPU3ALMHU, BBITYCKAIOTCS HOBBIE IMATYU
(undpoBbIe 3aMIaTKU AJIs IPOrpaMM ), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1omoOHBIX Urpax CTOUT ONAcaThCsl HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO KpaXKu
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3ALMU OOJIBILINHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH TBOETO UTPOBOT'0O aKKayHTA:

1. Ecnu npyroit urpok BeAeT cedsl MI0X0 WIK CO3/1aeT Te0e HENPUSATHOCTH, 3a0J0KUpYM

€ro B CIIMCKE UTPOKOB;

2. [loxamyiics aJAMHMHHACTpaTOpaM WIPbl Ha IUIOXOE TMOBEJACHHE JTOTO WIPOKa,

KEJIATEIBbHO NPWIOKUTH KAaKHE-TO JTIOKA3aTEIbCTBA B BUJIE CKPUHOB;

. He yka3bIBaii TuuHy0 HHPOpMaLHIO B IpO(daiisie urpsl;

. YBaXkail Ipyrux y4aCTHHUKOB I10 UTPE;

. He ycTanaBnuBaii HeopuinaabHbIe TATYM U MOJIBI;

. crionb3yii CIIOKHBIE U pa3HbIE MTapOJIH;

. Jlaxxe BO BpeMsi UIpbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. [loka Tel urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

~NOo o1k~ W

@OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OOBIYHOM Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HUKOrOo HEe YJIWBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKA TEPEMECTUIIUCh B HWHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JICIIOM.
Tak mosBUIACh HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUINMHT, TIaBHAS IIENb
KOTOPOTO COCTOWT B TIOJIYYCHUH KOH(MUICHIINATLHBIX JAaHHBIX MOJIh30BaTEICH - JOTHHOB U
naponeii. Ha anrnmiickom si3bike phishing uuraercss xak ¢umunr (ot fishing - peioHas
JIOBJIs1, password - TapoJib).
OcHOBHBIE COBETHI IO 0OpHOE € (PUITUHTOM:
1.Cneqn 3a cBOMM akkayHTOM. Ecim TbI Mmojo3peBaeiib, YTO TBOS aHKETa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaAM pecypca
00 3TOM KaKk MOYKHO CKOpee;

2. Ucnionw3yit 6e3omacHbie BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB M TTOMCKOBBIX
CUCTEM;



3. Ucnonp3yil crnoxkHble U pa3Hble mapond. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
37OYMBIIUICHHUKH TOIy4aT AOCTYIM TOJBKO K OJHOMY TBOEMY MPO(UIII0 B CETH, a HE
KO BCEM;

4. Ecnu Te0s B3JIOMaJIM, TO HEOOXOAUMO NPEAYIPEAUTD BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no0aBieHbl y TeOs B ApPYy3bsiX, O TOM, 4TO Te€Os B3JIOMAId U, BO3MOXKHO, OT TBOEIO
UMEHH OyJIeT pacChlUIaThCs CIaM U CChUIKU Ha (DPUIIMHIOBBIE CAMTHI;

. YcranoBu HajexHbid napois (PIN) Ha MoOMIbHBIN TenedoH;

. OTK;II04M coXpaHEHME MapoJs B Opaysepe;

7. He otrkpeiBail (ailiel U Apyrue BIOXKEHUS B MHCbMax, JaXe €CIU OHU IPUILUIA OT

TBOUX Jpy3el. Jlydilie yTouHu y HUX, OTIPABIISUIA JIM OHU TeOe 3TH (Daiibl.

o O1

Hu¢posas penyrauus

[Mudposas pernyranus - 3T0 HETaTUBHAsI WINA MO3UTHUBHAsA MHQOpMAIIUS B CETU O Tebe.
Komnpomerupytomass uHopmanus, pasMelleHHass B HHTEPHETE, MOXET CEpPbE3HbIM
o0pa3oM OTpa3uTbCs Ha TBOEHW peanpHOM xku3HU. «l{udpoBas pemyramus» - 3TO TBOU
UMUK, KOTOPBIN hopMupyeTcst u3 uHbopMaiuu o Tebe B MHTEPHETE.
TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHHUE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OIM3KUX - BCE ATO HAKAIUIMBAETCS B CETH.
MHorue nogpoCTKH JETKOMBICIEHHO OTHOCSTCS K IyOJIMKalUKU JIMYHOW MH(pOpMaluu B
WHTepHeTe, HE MOHMMAss BO3MOXKHBIX NOCIEACTBUN. ThI Aake HE CMOXKEWIb JOrajgaThCs O
TOM, 4TO oTorpadusi, pa3MeIlleHHas 5 JIeT Ha3a/l, cTala NPUUYUHON OTKa3a NPUHSTH Te0s Ha
pabory.
KommeHnTapuu, paszmenieHue TBOMX Qororpaduili u apyrue JOeHCTBHS MOTYT HE
UCYE3HYTh AK€ IOCJE TOro, KaKk Thl MX yJanullb. Tbl HE 3Haellb, KTO COXPaHWI 3Ty
uH(pOpMaIKIO, ITONANIA JIU OHA B TOMCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a TJIABHOE: YTO
MOAYMAIOT O TeOE OKpY-KaroUIue JIOAN, KOTOpPbIe HAWIYT U YBUIAT 3T0. Haittn nnpopmanmro
MHOTO JIET CIYCTSI CMOKET JI000N - KaK M3 JOOpBhIX MOOYKIEHUW, TaK U C HAMEPEHHEM
OPUYUHUTH BPEIl. ITO MOKET OBITh KTO YTOIHO.
OCHOBHBIE COBETHI 1O 3alIUTE HU(PPOBOI permyTaluu:
1. Tlonymaii, mpekae 4eM 4YTo-TO MyOJIMKOBaTh M TiepenaBaTh y cebs B Ojore win B
COIIMAJIbHOM CETH;

2. B Hactpoiikax mpoduisi yCTaHOBH OTpaHAYEHUSI Ha MMPOCMOTP TBOETO MPOQUIISI U €ro
COJIEP’KUMOT0, CAEINIAN ero TOJIBKO "1 apy3ei’’;

3. He pasmemaii u He yka3piBail HH(GOPMAIINIO, KOTOPass MOXKET KOro-Tu00 OCKOPOIIATH
WA OOMXKaTh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE IIKOJBHUKH - AaKTUBHBIC IOJIb30BAaTEIN LU(POBOrO MPOCTPAHCTBA.
OnmHaKko MajneKko HE BCE 3HAIOT, YTO TOJH30BAHHE MHOTHMHU BO3MOXKHOCTSMH ITU(PPOBOTO
Mupa TpeOyeT coOI0ACHHS MPaB HA UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH «uHTEIJICKTyaldbHasi COOCTBEHHOCTH» OTHOCHUTCS K Pa3IMYHBIM TBOPECHUSM
YeJIOBEYECKOTO0 yMa, HAauyWHAsd C HOBBIX HW300pETEHHH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha TMPOMYKTHI W YCIYT'HM, W 3aKaH4YMBas KHUTaMH, QoTorpadusimu,
KUHO(QUIbMAMH U MY3bIKAJIbHBIMU MPOU3BEICHUSIMH.

ABTOpCKHeE TpaBa - 3TO MpaBa Ha UHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAYKH, JIUTEPATypbl U UCKyCcCTBA. ABTOPCKHME MpaBa BBHICTYIAIOT B KaUe€CTBE rapaHTUU TOTO,
YTO HWHTEIJICKTYaJbHBIM/TBOPUECKU TpyJ aBTOopa He OyAeT HampacHbIM, JacT €My



CIIpaBEJIMBbIE BO3MOXKHOCTH 3apad0TaTh Ha pe3yJbTarax CBOEro TpyAa, IOIYYHUTh
M3BECTHOCTh U npu3Hanue. HUkto 6e3 paspeiieHus aBTopa He MOXKET BOCIPOU3BOJUTH €0
MIPOU3BEJECHUE, PACTIPOCTPAHATh, MyOJIUYHO AEMOHCTPUPOBATh, IPOJABATh, UMIIOPTUPOBATD,
MyCKaTh B MPOKAT, MyOJUYHO UCTIOIHATh, TOKA3bIBATH/UCTIONHATH B 3QUpPE WK pa3MelaTh B
HNuTepuere.

Hcnonb3oBaHue «IUPATCKOT0» MPOrPaMMHOIO 0OECIICUEHHSI MOKET MPUBECTU K MHOTUM
pUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaMm 10 OJIOKMPOBKH TBOETO YCTPOMCTBA, IJe
YCTaHOBJICHA HeJerajibHas mporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajbHble U OeCIIaTHBIE MPOTPAMMBbI, KOTOPhIE MOKHO HAWTH B CETH.

O nopraJe

CereBu4oK.p) - TBOM TJaBHBIA COBETYMK B CETH. 37€Ch Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETU MOHATHBIM M JIOCTYITHBIM SI3bIKOM, & TP BOSHUKHOBEHHH KPUTHYECKOM
CUTYaILlMM OOpAaTUTHCS 3a COBETOM. A TaK)K€ NPHUHATh y4acTHUE B KOHKYypCcaxX U CTaTb CaMbIM
1T (POBBIM TpaskTaHUHOM !



